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A b s t r a c t
The	main	goal	of	this	paper	is	an	attempt	to	create	a	new	approach	to	measuring	equipment-	
PLC	controller	 communication.	Beside	 the	 individual	 communicational	 protocols	 supported	
and	developed	by	PLC	manufacturers,	PLC	controllers	support	also	popular	protocols	like	TCP	
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The	 article	will	 be	 divided	 into	 four	 chapters.	The	 first	 one	 is	 an	 introduction	 to	 the	
PLC	systems;	 the	examined	problem	 is	 introduced	and	an	explanation	of	 the	paper’s	aim	
is	presented.	The	second	chapter	concentrates	on	problem	analysis.	The	architecture	of	the	
proposed	communication	between	measuring	equipment	and	PLC	controller	is	introduced.	
Moreover,	 the	 way	 to	 create	 such	 a	 communication	 system	 is	 explained	 in	 detail.	 The	
following	 chapter	 shows	 the	 test	 of	 laboratory	 prototype	 and	 the	 obtained	 results	 for	 the	
distance	measurements.	 The	 last	 chapter	 consists	 of	 the	 summary	 and	 the	 description	 of	
possible	future	development	of	the	proposed	system.	
2. Problem analysis 
For	 many	 modern	 control	 systems,	 especially	 responsible	 for	 continuous	 monitoring	 of	





The	proposed	 system	 includes	 programmable	 logic	 controller	Siemens	S7-1200,	HMI	
operators	 screen,	 two-way	 Ethernet/UART	 converter,	 microcontroller	 with	 analogue-to- 
-digital	 converter	 and	 a	 distance	 sensor.	 Siemens	 S7-1200	 includes	 two	modules:	 central	
processing	unit	1214C	AC/DC/RLY	and	a	network	switch	CSM	1277	SIMATIC	NET.	All	the	
parts	of	the	proposed	system	and	their	communication	concept	are	shown	in	Fig.	1.









UART	(Universal Asynchronous Receiver and Transmitter)	 is	 a	device	used	 for	 serial	









































data	 transmission	 the	 correct	 command	 needs	 to	 be	 received	 by	 the	microcontroller.	The	
command	format	is	shown	in	Fig.	3.	

















Commands	 which	 contain	 not	 used	 bits	 cause	 the	 measurement	 to	 stop	 (regardless	
of	 the	 bit	 0	 value).	When	 the	UART	 frame	 is	 received	 from	 the	 converter	 (connected	 to	
the	microcontroller)	an	 interruption	 is	generated	and	 the	data	received	 is	compared	 to	 the	
command	stored	in	the	microcontrollers’	memory.	Four	possible	settings	of	voltage	sampling	
periods	 are	 available.	 The	 change	 of	 the	 sampling	 period	 takes	 place	 when	 T0	 timers’	
frequency	divider	is	changed.	The	first	voltage	measurement	takes	place	immediately	after	
the	command	is	received	and	the	next	three	are	taken	every	20	ms	from	the	first	measurement.	






measurement.	 T1	 executes	 three	 such	 cycles	 and	 goes	 to	 stop	 state.	 The	 measurement	
(sampling	and	A/D	conversion)	lasts	about	0.5	ms	and	the	whole	measurement	cycle	lasts	
















components,	 tools	and	 the	services	 to	achieve	a	 full	automation	solution	for	 the	problem.	
The	 interaction	 performs	 integration	 across	 the	 four	 automation	 levels	 of	 the	 automation	
pyramid:	management	level	(ERP,	MES),	operator’s	level	(SCADA),	controller	and	field’s	
level	(commonly	called	floor	control	level)	level	(Fig.	4)	[8].
Although,	usually	the	control	 level	consists	only	of	PLC	or	PLC	with	HMI	panel	 it	 is	
proposed	 to	 include	 also	 other	 devices	 like:	 PDA’s,	 smartphone’s	 and	 tablets.	All	 those	
devices	 are	 really	 able	 to	 connect	 directly	 to	 the	 PLC,	 but	 current	 fast	 development	 of	























































PLC	 and	 HMI	 systems.	 It	 includes	 of	 STEP7	 and	 WinCC	 environments.	 STEP7	 is	
a	 system	 for	 PLC	 configuration	 and	 programming,	 which	 allows	 for	 using	 LAD	 and	
FBD	languages	for	programming	[7,	11].	WinCC	flexible	 is	a	system	for	development	
of	industrial	operators’	panels	applications.	The	advantage	of	TIA	Portal	is	an	universal	































Usually,	 when	 sending	 measurement	 data	 to	 the	 programmable	 logic	 controller,	
analogue	or	digital	modules	of	the	controllers	are	used.	In	modern	systems	a	wide	range	of	
network	protocols	is	being	used	as	well.	The	main	advantage	of	using	UDP	communication	
comparing	to	TCP/IP	is	 that	 it	 is	much	faster.	 It	does	not	restrict	 the	user	 to	a	connection	
based	on	communication	model,	so	startup	latency	in	distributed	applications	is	much	lower,	
as	 is	operating	 system	overhead.	All	 the	main	 settings	 like:	flow	control,	 acknowledging,	
transaction	logging,	etc.	are	up	to	program	users.	This	means	that	the	system	user	can	only	





 – in	 case	 of	 the	TCP/IP	 the	 receiver	 sends	 an	 acknowledgement	 to	 the	 sender	 to	 show	



























of	 connecting	 other	 sensing	 equipment.	 Moreover,	 Ethernet/UART	AVT5340	 converter,	
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